Ipunoxenne No2. Undopmanuonnan namarka nus 00y4aromuxcs I Pa3MeleHns Ha
odpunmaababIx HaTepHeT-pecypeax

C KaXIOBIM roZoM MOJIOIEKH B HHTEPHETE CTAHOBHTHCA OOJBINE, a INKOMBHAKK OJHH U3
CaMBIX aKTHBHBIX NONb30BaTenel Pynera. Mexay TeM, MOMHMO OrpoMHOTO KommYecTBa
BO3MOXHOCTEH, HHTEPHET HeceT W mpobieMbl. DTa maMsTKa J0JDKHA TTOMOYL Tebe 6ezomacHo
HaxOIHTECH B CETH.

Komnslomepnvie eupyco

KoMmmbioTepreiif  BHpyc — 3T0  pasHOBHIHOCTH KOMIIBIOTEPHEIX ~ IIPOTPaMM,
OTIHYHTEIbHOA OCOOEHHOCTBIO KOTOPOi  SBISIETCS CIIOCOBHOCTD K pasMHOXeHHIO. B
AOTIOJIHEHHE K STOMY, BHPYCHI MOTYT MOBPEAMTb HIIH TOJHOCTBIO YHHYTOXKHTH BCe (aillbl U
JIAHHBIC, IIOJKOHTPONBHEIE IONL30BATENO, OT MMEHH KOTOPOro ObUIA 3alyIieHa 3apajkéHHAs
IIpOrpaMMa, a TakKe TMOBPEAMT MM JIakKe YHHYTOXKUTH ONEPAlMOHHYIO CHCTEMY CO BCEMH
daiinamu B menom. B GonbmmacTBe c1yUacs PacnpoCTPAHAIOTCA BHPYCHI Yepe3 HHTEPHET.

MeTozb1 3aIMTE 0T BPEOHOCHBIX POTPAMM:

1. Hcrnonesyit coBpeMeHHBIE OIEpalHOHHBIE CHCTEMBI, HMEIOLIHE CEepBE3HBIH YPOBEHDL
3aIATHI OT BPEAOHOCHBIX IIPOIPAMM;

2. IlocrosHHO ycTaHaBnMBall mauTv (MQPOBBIE 3aNVIATKH, KOTOpBIE aBTOMATHYECKH
YCTaHABIMBAIOTCA C LENbI0 A0palOTKHM IIPOrPaMMEI) H IPYTHe OOHOBJIEHHS CBOE
ONepalMOHHOMH cucTeMbl. CKauMBali HX TOJIBKO C OGHIMANBHOTO caiiTa paspaboTurka
OC. Ecii cymmecTByeT pekuM aBTOMaTHIECKOro OOHOBIIEHHS, BKIIOYH €10

3. PaGoraif Ha CBOEM KOMIIBIOTEPE MO IPABAMH NIOJIb30BaTeNsl, & HE aIMHHUCTPATOpA.
OTO He MO3BONHT GONBIIMHCTBY BpPEZOHOCHBIX IPOrpaMM HMHCTALTHPOBATLCA Ha
TBOEM IT€PCOHAILHOM KOMIIBIOTEDE;

4. Mcnone3y#t aHTHBHMpYCHBIE IPOrPAMMHEIE IIPOLYKTHI H3BECTHBIX MPOH3BOAUTENEH, ¢

aBTOMATHYECKHM OOHOBJIEHHEM 6a3;

Orpannds Gpu3HIECKHl T0CTYT K KOMIIBIOTEDY VIS [IOCTOPOHHHX JIHII;

6. Mcnonb3yii BHEITHHE HOCHTETH HH(OpMAIHH, TaKHe Kak (IIelKa, JUCK WK taitn u3
HHTEPHETA, TOJIBEKO U3 OIpoGhePEHHBIX HCTOYHHKOB;,

7. He oTKpbIBaii KOMIBIOTEPHBIE (ainbl, momyueHHble M3 HEHANEKHBIX HCTOUHHKOB.
Haxe Te ¢aitnbl, KOTOpble NpHCTAT TBOH 3HAKOMBII, Jlyame ytousu y Hero,
OTIIPABJIAT JIH OH Tebe HX.

s

Cemu WI-FI

Wi-Fi - oTo He BHJI epesiadn IaHHKIX, He TEXHONOTHS, 4 BCErO JIHIIE Gpenn, Mapka. Eme
B 1991 roay Hunepnanmckas KoMmaHms 3apeructpuposaia 6peny « WECA», yro o6o3mauaio
crosocoyetanne « Wireless Fidelity», koTopsiit meperomures kak «DecnpoBOHAsS TOYHOCTEY.

flo Hamero Bpemenn pmomia apyras aGGpeBHaTypa, KoTopas SIBISeTCS TaKoil e
TexHonoruei. I1o abbpesuarypa «Wi-Fi». Takoe HasBaHue GBIIO JAHO ¢ HAMEKOM Ha CTaHmapT
BBICIIH# 3BYKOBOH Texuukm Hi-Fi, 4To B mepeBoae 03HaYaeT «BBICOKAS TOYHOCTEY.

Ha, GecruiaTHEIf HHTEpHET-TOCTYI B Kade, OTeNsAX M a’poONnoprax SBISETCS OTIHIHON
BO3MOXHOCTBIO BbIXOJa B HHTepHET. Ho MHOTHE 3KCTIEpTHI CYMTAIOT, YTO obmenocrynusie Wi-
Fi cetn He ABmIsIOTCS Ge30macHBIMH,

Cosetbl no Gezonachoctn pabote B 06menocTymHBX ceTsix Wi-fi:



He nepenasaii cporo nmunyro mndopmarmio uepes obmenocrynasie Wi-Fi cern.
PaGoTas B HHX, XenaTeqbHO He BBOJMTH TIAPOIH AOCTYIIA, JIOTHHBI M KAKHE-TO
HOMepa;

Hcnons3yit 1 0GHOBIsI aHTHBHpYCHBIE TPOTPaMMBL B GparMayep. TeM caMbiM Thi
00e30MacHIIbL cebs OT 3aKauKH BHPYCa HA TBOE YCTPOHCTBO;

Ilpn wcnomssoanuu Wi-Fi orkmoun dynxmmo «O6mmii moctyn (aiinaMm u
npunTepam». JlauHas (YHKUHA 3aKpeITa TO YMOIMAHHIO, OJHAKO HEKOTOPHIE
TIONIE30BATENH aKTHBHPYIOT 8 JUIH y100CTRa HCIIOIb30BaHNAs B paboTe HIH yuebe;

He ucnonbsyit myGmuunent WI-FI nast mepeausn IHYHBIX [JQHHBIX, HapUMep I
BBIXOJIa B COLHANBHbIE CETH HIIH B JIIEKTPOHHYIO [IOYTY;

Hnone3yii Tonpko 3ammmennoe coemurenue yepes HTTPS, a e HTTP, t.e. npn
Habope eb-ampeca BBoau umenno «https://»;

B Mobunbhom Tenepone orkmounm Qymkmmo «[lomgkmouenme k= Wi-Fi
aBToMaruyeckmy. He nonyckail aBToMaTHYECKOro MOAKIIOYEHHS YCTPOHCTBA K ceTsaM
Wi-Fi Ge3 TBoero cornacus.

Coyuanbnvie cemu

CormmaibHEIe CETH aKTHBHO BXOIST B HaIIy *KH3Hb, MHOTHME JIOMH PaGOTAIOT U JKHBYT
Tam MOCTOAHHO, a B Facebook yixe 3aperncTpupoBal MHITHADI Ue0BeK, YTO ABISETCS OJTHOM
CenbMOM BCex JkuTenell muaHeTsl. MHOTHE MONB30BATENM HE [IOHUMAIOT, YTO HH(OpMaius,
PasMEMEHHAs MMH B COLHANBHBIX CETSAX, MOXKET OBITh HalZIeHa H HCIIOMB30BAHA KEM YTOIHO, B
TOM YHCIIE He 00A3aTeNBHO ¢ OIaraMu HaMepeHUsIMH,

OCHOBHEIE COBETEI IO 6esomacnocTH B COMHANIBHBIX CETSX:

L.

2.

Orpanwue crmcok apyseii. Y TeGs B IpY3bsX He HOIKHO GhITh CIIy4aifHEIX M
HE3HAKOMBIX JIO/EH;

3ammimaii cBoro 4acTHyio *u3Hb. He ykasbisaii naposu, TenedoHE!, agpeca, maTy
TBOCTO POXICHHS M JPYTYIO NHYHYIO HHQOPMAUHIO. 3/M0yMBILUIEHHHKH MOTYT
HCIIONB30BATh Jaxe HHOOPMALMIO O TOM, KaK Thl H TBOM POUTENH MTaHHpYyeTe
IPOBECTH KAHHKYIIEL;

3awmummait CBOIO PeNyTANMIO - IEPKH ee B YHCTOTE | 3a/aBaii cebe BOIIPOC: XOTe OBl
TBI, YTOOBI JPyIHe TMOMB30BATENH BUAENH, 9TO THI 3arpykaeius? Iomymait, npexnae
4eM YTO-TO ONyONMKOBATE, HAIMCATE ¥ 3aTPY3HTH,

Ecnu TBI rOBOpHIIE C JHOIBMH, KOTOPHIX HE 3HAENTH, He HCIONB3YH CBOE peanbHOE
UMA H JPYIYI0 THYHYKO HHQOPMAIMH: UMS, MECTO JKHTCIBCTBA, MECTO yueGbl H
mpoyee;

Hs3Geraii pasmemenns dpororpaduit B Mntepuere, rie Ter u300pakeH HA MECTHOCTH,
TI0 KOTOPO#i MOXKHO ONPeeHTh TBOE MECTOIIOIOKEHIE,

Ilpu perucTpamuy B couatbHON ceTH HEOOXOIUMO HCTIOMB30BATE CIOKHEIE HapoIH,
cocrosiye u3 OYKB | IUGP H ¢ KONHYECTBOM 3HAKOB HE MeHee §;

Jlist COUMANBHOM CeTH, MOYTHI M APYTHX CalTOB HEOOXOMMMO HCIIONH30BATE pasHkle
napom. Torna ecnn Te6s B3IOMAIOT, TO 3MOYMEIILIEHHAKH [IOTyYaT JOCTYTI TOJBKO
K OZIHOMY MECTY, a He BO BCE Cpazy.

Onexmponnvie denvau

OIEeKTPOHHbIE IEHBIH — JTO OYeHb YAOOHBIH CHOCOB naTexed, 0NHAKO CYINECTBYIOT
MOIICHHHKH, KOTOPBIE XOTAT [OJIYYHTE ITH [ACHEIH.

OIIeKTPOHHBIE NEHBIH MOSBHIHCH COBCEM HENABHO H MMEHHO H3-3a 9TOTO BO MHOTHX
TOCYapcTBax JO CHX TIOP He IIPOIMCAHO PO HEX B 3aKOHAX.



B Poccun xe omu ¢ymkmmoHHpyOT M 0 Hux YK€ NpONHCAHO B 3aKOHE, TIe HX
Pa3/eIMOT HA HECKOIBKO BHIOB — AHOHHMHbIE W HE AHOHHMHBIE. PasHMIA B Tom, 4TO
dHOHHMHEBIE - 5TO T€, B KOTOPHIX PaspellaeTcs IPOBOIHTH ONEpAlHH 6e3 HIeHTHHKAHH
HO/B30BATeIs, & B HEAHOHMMHBIX HICHTH(HKAHH 110JIb30BATEIL SBISETC 0043aTebHOIL.

Taioxe cnemyer pasmauath seKTpoHHbE (HATHEIE IeHBrH (PaBHBI rOCYIAPCTBEHHBIM
BATIOTaM) M JNEKTPOHHEIE HeHATHbBIE 1EHETH (HE PABHEI TOCYZapCTBEHHBIM BATIOTAM).

OcHosHEIe coBeTsI 0 Ge3onacHoit paGote ¢ SNIEKTPOHHBIMH JIEHBTAMH

1. Tlpusku K cueTy MOGHIBHEN! Tenedon. DTo cambrit YI0OHBIH M GRICTpPEIA cmocoG
BOCCTAHOBUTL AOCTYN K cueTy. llpusisaHubiii Tenedon momoxer, ecnu 3aGygeis
CBOM ILIATEXHBIH [1ApOJIb HITH 3alICIIb HA CAllT C HE3HAKOMOrO ycTpoiicTRa,

2. Hcmone3yit omHopasossle maponu. Ilocie [IEpEX0/ia Ha YCHIIEHHYIO aBTOPH3ALMIO
Tebe yxe He 6yIeT yrpoxKarh ONacHOCTh KPaXu HIH TIepPEeXBATA MIJIATEXKHOTO TapOILs;

3. Beibepu crnoxHbii maporms. IlpecTymHukam Oyner He mpOCTO YramaTh CIIOKHBIR
napojis. HaneskHble napoms — 3To napou, KoTopble COJepiKar He MeHee 8 3HakoB u
BKIIOYAKOT B ce0st CTPOUHBIE M IPONMCHEIE GYKBEI, IHGPE ¥ HECKOIBKO CHMEOIIOB,
TaKHe Kak 3HaK J0/uiapa, GyHTa, BOCKIHIATeNbHEI 3HAK | T.1I. Hanpuamep, $tROng!;;

4. He BBOZM CBOH JIMYHEIE TAHHBIC HA caliTax, KOTOPEIM He JIOBEpPSEIIb.

Onexmponnas nouma

OIeKTPOHHAS TOYTA — DTO TEXHOIOTHS H IPEOCTABIIEMEIE €10 YCIIYTH IO IepEChUIKE H
TIOJIY4CHHIO 3/ICKTPOHHBIX COOOIIEHHIT, KOTOPHIE pPaclpeNeNsioTes B KOMIIBIOTEPHOIM CeTH.
OGBIMHO ~ J7MEKTPOHHBI  NOYTOBBIA  smEK BRIILIUT  CHEAYIOMHM  oOpazoM:
HMA_TIONB30BATeNA@HMsA_oMeHa. Takxke Kpome Iepefiayd IPOCTOTO TEKCTa, HMeeTcs
BO3MOXHOCTE II€peaBath (aisl.

OcHoBHEle coBeTHI 110 Ge3omacHoii paboTe ¢ SNIEKTPOHHOH MOYTOIH:

1. Hano BeIOpaTh NpaBHIBHELE HOYTOBbI CepBHC. B HHTEpHeTe ecTh OrpoMHBIi BheIOOp
BecnIaTHBIX OYTOBBIX CEPBHCOB, OIHAKO Ty4Ile XOBEpATH TeM, KOTO 3HACHIb U KTO
IIEPBBIii B peliTHHTE;

2. He yxaseiBaii B IHYHOMN TOYTe JIMYHYIO unpopmanmo. Hanpumep, myume BEIOpAaThH
«My3bIKaTbHBIH_(anat@» umm «pok2013» BMecto «Temal3y;

3. Hcnons3yi IByXaTalHyEO aBTOPH3ALKIO. DT KOIIA TIOMHAMO [1apoid HY>KHO BBOIHTH
KoJ, IpHCBUTaeMbIi o SMS;

4. Beibepn cioxHbIi napons. JIs8 K&KIOTO MOYTOBOTO AIIHKA JOJDKEH OBITH CBOM
HaNEeXHBIH, yCTOHIHBLII K B3IOMY IIapOITh;

5. Ecmm ects BO3MOXHOCTBH Hamucarsh caMOMy CBOH JIHYHBIH BOIIPOC, MCHONMB3Yit Ty
BO3MO>KHOCTE;

6. Hcmone3yii HECKOIBKO HOYTOBLIX SITHKOB. Teppeiii nys wacTHOM mepemmcku ¢
a/pecaTamit, KOTOPBIM Thl JIOBEpseIlb. ITO JICKTPOHHBIA anpec He HAIO
HCIIOJIB30BATh IIPH PErHCTPalkK Ha (opymax H caiirax;

7. He otkpuiBaii daiinsr u ApYTHE BJIOMKCHUS B ITMCEMax JaKe €CTH OHH [IPHINIH OT
TBOHX Jpy3eii. Jlyumme yroynu y HuX, OTIpaBiIsuIM 1 OHU Tebe 3TH (aiiner;

8. Tlocme OKOHYAHWS PaGoOTEl HA MOYTOBOM CEpBHCE TIEpe] 3aKphITHEM BKIANKH C
caifToM He 3a0yap Haxars Ha «Boiiitiy.



Kubepbynnunz unu eupmyaisroe uzdeeamenscmeo

KubepOynmuar — mnpecnenoBaHne COOOMIEHHSMH, CONEPKAIUTIME —OCKOpOGIICHH,
arpeccHIo, 3alyTHBAaHHE, XYJIHIaHCTBO; CONHANbHOe OOHKOTHPOBAaHHE C MOMOIMIBIO PA3IHYHBIX
HHTEPHET-CEPBHCOB.

OcHoBHEIE COBeTHI 10 00pE6e ¢ KUOepOYITHATOM:

1. He 6pocaiicsa B Goit. Jlyummii croco6: mocoBeToBaTECS Kak cefs BECTH H, €CIIH HET
TOro, K KOMY MOXKHO 00paTHTBCHS, TO BHAYalle YCIIOKOMThCS. ECTH Thl HauHeInb
OTBEYATh OCKOPOJICHHAMH Ha OCKOPOIEHHs, TO TONBKO elle GONBIIE Pa3OMOKENIb
KOH(THKT;

2. Vmopapnsii coeil kubeppenyranuei;

3. AHOHHMHOCT B ceTH MHHMas. CyIIECTBYIOT CMOCOOH BBIACHHTB, KTO CTOMT 3a
AQHOHHMHBIM aKKayHTOM;

4. He cTonT BecTH XynuraHcKkuii 00pas BHPTYaNbHOH XHU3HH. Hureprer duxcupyer Bee
TBOH ACHCTBHS H COXPaHAET HX. Y JaNATE HX OyAeT KpaifHe 3aTpyIHUTEILHO,

5. Cobmopaii cBolf BHPTYAIBHYIO YeCTE CMOIOAY;

6. Mrmopupyit emuHu4HBEI HerartHB. OJHOpa3OBHIE OCKOpOHTENEHEIE COOOIIEHHS
Jry4ine MrHOpHpoBaTh. OOBIMHO arpeccHs MpeKpalnaeTcs Ha HauyalbHOH CTaaHu;

7. Banu arpeccopa. B mporpamMmax oGMeHa MIHOBEHHEIMH COOOILECHHIMH, B COMMANLHBIX
CeTSAX eCTh BO3MOXKHOCTD ONOKHPOBKM OTIIPABKH COOOLICHWH ¢ OMpeieIeHHBIX
a/Ipecos;

8. Ecmu 7Thl ceuperens kuGepOynmmura. Teoum AeHCTBHS: BHICTYIHT NPOTHB
IpeCIenoBaress, IOKA3aTh €My, YTO ero JeHCTBHS OIIEHHBAIOTCS HETATHBHO,
HOANEPXKATE JKEPTBY, KOTOPOH HYyXHa ICHXOJIOTHYECKas IIOMOINb, COOOIIMTE
B3POCHEIM 0 (paKTe arpecCHBHOIO MOBEIEHHS B CETH.

Mob6unvnwiii menecpon

CoBpeMenHble cMapTGOHBI H MNAHIIETHl COXepKarT B cee BMONHE B3POCIHBIH
(yHKUHOHAN, W Temepk OHH MOIYT KOHKYPHPOBaTh CO CTAI[HOHAPHBIME KOMITEFOTEPAMH.
Onnako, CpeJICTB 3alUThI 11 MOAOOHBIX YCTPOHCTB MoKa OYeHb Mano. TecTHPOBAHHE M MOHCK
YA3BHMOCTeH B HHX IPOHCXOJHT HE TaK MHTEHCHBHO, Kak mmsa IIK, To e camoe Kacaercs u
MOGHIBHBIX TPHJIOKEHHI.

CoBpemennbie MOOHIBEHEIE Gpay3epbl yike NPAKTHYECKH JIOTHAIH HACTOJIbHBIE AHAJIOTH,
OMIaKo pacIIHpeHHe (yHKUHOHANA BieYeT 3a co0o0il GONBIIYID CIOMHOCTh M MEHBUIYIO
3aIHIIEHHOCT.

Jlalleko He BCe MPOH3BOAMTENM BBIIYCKAIOT OGHOBJIECHHS, 3aKPHIBAIOITHE KPHTHUCCKHE
YA3BHMOCTH JIJIsl CBOMX YCTPOHCTE.

OcHoBHEIE COBETHI st Ge30MaCHOCTH MOGHIBHOTO TeedoHa:

1. Hudero He siBnsiercst mo-macTosileMy GecruiaTHbIM. Byas ocTOpOKeH, Bedb KOTa
Tebe mpeanaraloT OECTTATHBLA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO
IUTaTHEIE YCITYTH;

2. ymaii, mpexxzie 4eM ornpasath SMS, doto mim Bueo. Thl TOUHO 3HAEIlb, [ OHH
OyayT B KOHEUHOM HTOrE?

3. HeoG6xonumo 0GHOBISTE ONEPAMHOHHYIO CHCTEMY TBOETO cMapT(hoHa;

4. Hcmonp3yit aHTHBHPYCHBIE IPOTPAMMEL 1S MOGUITBHEIX TeIe(hOHOB;



5. He sarpyxail NpHTOKEHA OT HEM3BECTHOTO MCTOUYHHKA, BEllb OHH MOTYT COAEPHKATE
BpEJOHOCHOE MPOrpaMMHOe obecneucHHe;

6. Tlocme TOTO Kak THI BHIAACLIB € caiiTa, TJIe BBOAWI JIHUHYIO pH(popMAaIHIO, 3aiiIu B
macTpolKu Gpaysepa 1 yAal cookies;

7. Tlepro/MYeCKH MPOBEPsH KAKHE [UTaTHEIE YCTYTH aKTHBAPOBAHBI HA TBOCM HOMEPE;

8. Jlasaii cBoii HOMED MOGHIbHOTO TeTe(pOHa TONBKO JIOMLAM, KOTOPBIX ThI 3HACWIE H
KoMy JOBEpseLb;

9. Bluetooth momxen ObITh BBIKITIOUEH, KOPIAa Tl MM HE IONb3yeIIbCH. He 3abpiBail
HHOTJ@ IPOBEPATH 3TO.

Online uzpul

CoBpeMeHHBIE  OHJIAHH-UIPBL  — 5TO KpacOuHBIe, 3aXBATHIBAIOLIHE pasBlIeueHHs,
o6 beTUHSIONME COTHH THICAY YEMOBEK TIO Bcemy Mupy. VITpOKH HCCIEAYIOT JAHHBIA MM MHD,
OBMWAIOTCS APYT C APYTOM, BBITOMHIIOT 3a7aHuA, CPAKAIOTCs ¢ MOHCTPaMH H OJTydatOT OIBIT.
3a yIOBOILCTBHE OHM IIATAT: [OKYNAKOT JHCK, OIIAMHBAIOT aGOHEMEHT HIM IproOpeTatoT
KaKue-TO OIIHH.

Bee oTH CpeicTBa HMIYT Ha MOJICDHKAHAC ¥ pasBMTHE HTPBI, 3 Takke Ha camy
Ge301IaCHOCTb: COBEPIICHCTBYIOTCH  CHCTEMBI ABTOPH3ALAN, BBIYCKAIOTCH HOBBIC aTuH
(updpoBBIE 3AILIATKA T [pOrpaMM), 3aKphIBAIOTCA yA3BHMOCTH CEPBEPOB.

B IIO,IlOﬁHbIX urpax CTOHT ornacarbcsi HE CTOJBKO CBOMX CONEPHHUKOB, CKOJIBKO KpaXH
TBOETO Mapoisd, Ha KOTOpPOM OCHOBaHa CHCTEMA aBTOpH3aLHH QOJNBIIHHCTBA HIP-

OCHOBHBIE COBETEI 10 6€30TaCHOCTH TBOEro HrpoOBOrO aKKayHTa:

1. Ecnu apyro# Hrpok BeAeT cebs TUIOXO WIH CO3AaeT Tebe HETPUATHOCTH, 3a6I0KHPYH
€ro B CIHMCKE HIPOKOB;

[oany#ics aIMUHACTPaTOpaM HIPEI Ha TNOXOe TOBEJEHHE BTOr0  Hrpoka,
sxeIIaTeNIbHO TIPHIOKHTE KAKAE-TO JOKA3aTeNbCTRA B BHJIE CKPHHOB;

He yxazsiBail THIHYIO prrbOpMAIHIO B nipodaiine urpsl;

Vpaskali APYTHX yYACTHHKOB IO HTPE;

He yc;TaHaBnuBaﬁ HeoduuHaNbHBIE NATIH 1 MOJIBIL;

Hcmonp3yil CIOXKHEIE B Pa3HBIC HapOIIH;

Tlaxke BO BpeMs HTpPbl HE CTOMT oTK/IOuaTh aHTHBHPYC. [Toka TEI HIPACIlk, TBOH
KOMITBIOTEp MOTYT 3apa3iTh.

L
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sz YA Kpaskca TUHHbIX OGHHbIX

OGpuHON Kpakel JeHET H JTOKYMEHTOB cerojHs yXe HHKOro HE yAHBHIIb, HO c
pasBUTHEM MHTepHET-TeXHONOTHH 37OYMBIIUICHHUKH ~ TIEPEMECTHIHCE B HMHTEpHET, H
MpOIOIDKAOT 3aHHMATECA TIOOHMEBIM» JETIOM.

Tax mMOsBHNIACh HOBas yrposa: MHTEPHET-MOITEHHHYCCTBA WK yuuHT, rIaBHAd Nexb
KOTOPOTO COCTOMT B TOJY4CHHH KOHODHICHIHANBHBIX JAHHBIX Mone30BaTeNell — JIOTHHOB H
naporieit. Ha anrymiCKOM S35IKS phishing unTaeTCs KakK s (0T fishing — pHIOHas OB,
password — Tiapoik).

OCHOBHBIE COBETHI 110 Gopsle ¢ (UILHETOM:

1. Cnens 3a CBOMM aKKayHTOM. Eci THl TOJ03pEBaciIb, 4YTO TBOS AHKETA Hu1a
B3OMAHA, TO HEOGXOmMMO 3a0IOKMpOBATH €C ¥ cOOOIMMTE AaAMHHHCTPATOPaM
pecypca 00 9TOM Kak MOXHO CKOpEE;



2. Wcnompayit OesomacHble BeO-caliTh, B TOM YHCIIE, HHTEPHET-Mara3wHOB W
NOHCKOBBIX CHCTEM;

3. Hcnonw3yit cnoiHble H pasHble mapond. TakuM o6pa3oM, eciy Tebs B3TOMAIOT, TO
3TMOYMBIIUIEHHHKH I10Jy4aT JOCTYM TOMBKO K OHOMY TBOEMY NPO(MHIIO B CETH, a He
KO BCEM;

4. Ecnu Tebs B3NOMaNH, TO HeOOXOAMMO IPEIYIPENHTh BCEX CBOMX 3HAKOMELX,
KOTOpEIE n0obaBIeHsl y TeDs B APY3bAX, O TOM, 4TO Tes B3IOMATH H, BO3MOMKHO, OT
TBOETO UMEHH OyJeT PacChITaThCA ClIaM H CCBHUIKH HAa (DHUINHHIOBEIE CafTEI;

5. VYcranosm HanexHE! mapons (PIN) Ha MOOHIBHELA TenedoH;

6. OTKmo4H coxXpaHeHHe napois B Gpaysepe;

7. He orTkpeiBaii daiinel u ApyTHe BIOXEHHS B MHCBMAX JAXKEe €CIH OHH IPHILIH OT
TBOMX Apy3el. Jlydine yTo9HH y HHX, OTIPABIISUIH JIH OHH Tebe 3TH (aiibL.

Lughposas penymayus

Hudposass pemyranus - 370 HEraTHBHAS A MO3WTHBHAS MH(OPMAIHS B CETH O Tebe,
Komnpometnpyromas wrpopMais pa3MelleHHas B HHTEPHETE MOXET CEPhE3HBIM 00pa3oM
OTPasHTbCs Ha TBOeH pealbHOM xusHu. «lludposas pemyTamms» - 3T0 TBOH UMMDK, KOTODBIL
dopmEpyercs u3 HHOPMaIHH 0 Tebe B HHTEpHETE.

TBoe MecTo xHTenbCTBa, yuebbl, TRoe PHHAHCOBOE IONOKEHHE, OCODEHHOCTH XapaKTepa
¥ paccKasbl 0 OITH3KHX — BCE 9TO HAKATUIMBAETCA B CETH.

MHOTHE TOAPOCTKH JIETKOMBICIEHHO OTHOCATCS K MyOIHKAMH THYHOH HHMDOPMAIHH B
HnTepreTe, He IOHMMAN BOIMOXHEIX MOCHeACTBHH. Thl IaXke He CMOMKEITs JOTAJATHCI O TOM,
410 QoTorpadus, pasmernenHas 5 1eT Hazall, cTana MPUYAHON OTKa3a NPHHATH Te0d Ha PaGoTy.

Kommenrapnn, pasmemenne TBoux Qororpaduii M Ipyrue meifcTBMS MOTYT He
HCUC3HYTh [aKe IIOCNE TOro, Kak ThI HX yAamWmb, THl He 3HACMIb, KTO COXPaHHI 3Ty
uHpOpMaIMIo, TIONANa JI1 OHA B IIOMCKOBBIE CHCTEMBI H COXDAHEUIACH JIH OHA, 4 TJIABHOE: UTO
NOIYMAKOT O Tebe OKpyXKaiollee JIOIH, KOTOpble HalinyT B yBuasT s1o. Haiin uu(opManmio
MHOTO JIET CIYCTS CMOXeT mobo# — kak M3 NoOphIX NOGYXAEHWH, TaK H ¢ HaMepeHHeM
TIPHYMHHTE BPeA. DTO MOXKET OBITh KTO YTOJHO.

OCHOBHEIE COBETHI I10 3alIHTE HA(DPOBOI penyTanum:

1. Ilonymaii, mpexze yeM 4ro-To MyONHKOBaTh M IepelaBarh y cebs B 6iore Wid B
COLMAIBHON CETH;

2. B nacTpoiikax Npo)uis ycTaHOBU OTPaHHYEHHS HA IIPOCMOTP TBOEro IPO(HIS H ero
COZIEPIKHMOTO, CIENAH €ro TONBKO « st Apy3eiin;

3. He pasmemaii u He yka3siBail HHQOPMALHIO, KOTOPAA MOKET KOTO-THGO OCKOPOILITE
HITH 0OHKaTh.

Asmopckoe npaso

CoBpeMeHHbBIE IIKONHHMKH— AKTHBHEIE [OJIB30BaTENH IH(POBOTO MPOCTPAHCTBA.
Onmako jianeko He Bee 3HAIOT, 4TO NOJIB30BAHHE MHOTHMH BO3MOKHOCTAMH IH(POBOro Mupa
TpeOyeT coOMONCHNS NPAB Ha HHTEJUICKTYAIbHYIO COGCTBEHHOCTD.

Tepmun «HHTeNIEKTyanbHAs COGCTREHHOCTB) OTHOCHTCS K DA3NHYHBIM TBODCHHIM
9ENI0BEYECKOT0 YMa, HAYHHAS ¢ HOBBIX M300peTeHHH M 3HAaKOB, 0003HAYAIONMIHX COOCTBEHHOCTE
Ha MpOAYKTHI M YCOYTH , M 3aKkaHddpasd KHHTaMH, (ororpadusMi, KHHOQHIEMAMH H
MY3BIKIbHBIMH IIPOM3BEACHHUSIMH.



ABTOpPCKHE IpaBa — 3TO MpaBa HA HHTEIUIEKTYAIbHYIO COOCTBEHHOCTh Ha IPOH3BENCHHS
HayKH, TUTepaTypEl H HCKYCCTBA. ABTOPCKHE IIpaBa BBICTYIIAIOT B Ka4eCTBE TapaHTHH TOTO, YTO
HHTeJUIeKTyalbHEIl/ TBOpYecKHil Tpyn aBTopa He OyAeT HAIPACHBIM, JAacT €My CIpaBeJUTHBHIC
BO3MOKHOCTH 3apa00TaTh Ha pe3yJibTaTax CBOEro Tpy.Ia, NOJYYIHTH H3BECTHOCT H IIPH3HAHHE.
Huxro Oe3 pazpemenus aBTopa He MOXKET BOCIIPOHU3BOJHUTE €T0 MIPOU3BEICHHAE, PACTIPOCTPAHSTE,
ImyONAYHO NEeMOHCTPHPOBAaTh, INIPOJaBaTh, HMIIOPTHPOBATh, ITyCKAaTh B IIPOKAaT, IIyONHYHO
WCTIONHATE, IOKA3bIBATL/HCIIONHATE B dtHpe WM pasMewars B MHTepHere.

Hcnons3oBanue «IIAPATCKOI'0» IIPOrpaMMHOTO o0ecrieueHns. MOKET IIPHBECTH K MHOTHM
PHCKaM: OT NOTCPH NaHHBIX K TBOMM aKKayHTaM MO0 SROKHPOBKH TBOECIoO YCTPOﬁCTBa, rac
YCTaHOBHCHHLlﬁ HE JeranpHas Iporpamma. He crout Takxe 3&6HB3TB, YTO0 CYLIECTBYET
JeransHBIe B OecnaTHEIE MporpaMmel, KOTOPEIC MOIKHO Ha#TH B CeTH.

O nopmane

CererHuok.pdp — TBOM TNABHEIH COBETYMK B CETH. 3[eCh THl MOXEIIb Y3HATH O
6€301aCHOCTH B CETH IOHATHBIM H JOCTYIHEIM A3BIKOM, a IIPH BO3HHKHOBEHHH KPHTHYECKOH
CHTyaluu O0OpaTHTBCSA 33 COBETOM. A TaK)Ke NPHHATH YYacTHE B KOHKypcaX M CTaTh CaMbIM
H(POBBIM IrpaXkIaHHHOM!



